DES can be regarded as a nonlinear feedback shift register (NLFSR) with input. From this point of view, the tools for pseudo-random sequence analysis are applied to the S-boxes in DES. The properties of the S-boxes of DES under Fourier transform, Hadamard transform, extended Hadamard transform and Avalanche transform are investigated. Two important results about the S-boxes of DES are found. The rst result is that nearly two-thirds of the total 32 functions from GF(2 6 ) to GF(2) which are associated with the 8 S-boxes of DES have the maximal linear span 63, and the other one-third have linear span greater than or equal to 57. The second result is that for all S-boxes, the distances of the S-boxes approximated by monomial functions has the same distribution as for the S-boxes approximated by linear functions. Some new criteria for the design of permutation functions for use in block cipher algorithms are discussed.
Introduction
The Data Encryption Standard (DES) is a block cipher involving 64-bit data encryption with a 56-bit key, which was adopted by the U.S. National Institute of Standards and Technology in 1976. DES has been widely used in bank activities and Internet communications. The security of DES has been extensively investigated by many researchers 2, 15, 3, 4, 26, 6, 23, 9, 5, 20] . DES can be implemented in hardware as well as software.
In this paper, we will consider DES as a nonlinear feedback shift register (NLFSR) with input. From this point of view, we will apply the tools for pseudo-random sequence analysis to the S-boxes in DES, i.e., the feedback function when DES is regarded as a NLFSR with input. We will exhibit several new properties of the S-boxes of DES and discuss some new criteria for design of block cipher algorithms.
Concerning the analysis of shift register sequences, we have three kinds of known transforms: the Fourier transform, the Hadamard transform and the Avalanche transform. Pieprzyk 19] , Nyberg 18] , and Webster and Tavares 26] discussed the nonlinearity and the Strict Avalanche Criterion (SAC) of a function from Z n 2 to Z m 2 . For a function from Z n 2 to Z m 2 , the Fourier transform represents its linear span property, the Hadamard transform re ects its nonlinearity, and the Avalanche transform shows whether it satis es SAC. In analysis of shift register sequences 7], we consider that all m-sequences are equivalent under the decimation operation for elements in a sequence. We apply this idea to approximate the S-boxes in DES, i.e., we use monomial functions instead of linear functions to approximate S-boxes. We call this transform an extended Hadamard transform whose de nition will be given in Section 4. We found that distributions of the extended Hadamard transform spectra of all S-boxes are the same as the distributions of the Hadamard transform spectra of the S-boxes. This paper is organized as follows. In Section 2, we present some basic concepts that will be used thoughtout this paper. In Section 3, we show the Fourier transform spectrum of the S-boxes of DES, which gives that nearly two-thirds of the total of 32 functions from GF (2 6 ) to GF (2) , which are associated with the 8 S-boxes of DES, have the maximal linear span value 63. In Section 4, rst we introduce the extended Hadamard transform for a function from GF(2 n ) to GF(2), then we discuss new criteria for design of permutation functions for use in block cipher algorithms, and we present Hadamard transform spectra, extended Hadamard transform spectra and Avalanche transform spectra of the S-boxes of DES.
Remark 1 RC5, which was invented by Rivest 21] in 1994, is also a block cipher with parameters that can be easily switched into a mode of 64-bit, or 128-bit, or 256-bit data encryption. RC5 is widely used in Internet communications 24]. The security of RC5 was discussed at recent Crypto conferences 10, 12] . Until now, RC5 has been implemented in software. The approach developed in this paper can be applied to RC5, since RC5 has the same NLFSR structure as DES, only di ering in their feedback functions. So, RC5 can be easily implemented in hardware in terms of its NLFSR architecture. For RC5, the feedback function is a function from a ring Z 32 to Z 32 (here we assume that it is in a 64-bit mode). But it can be transformed into a function from Z 32 2 to Z 32 2 , or equivalently, a function from GF (2 32 ) to GF (2 32 ). Thus an analysis of transform domain properties of the feedback function of RC5 can be partially done by computation. We will discuss this in a separate paper. Other block ciphers widely used in 
Preliminaries
In this section, we will adopt some tools from pseudo-random sequences for the analysis of functions used in the design of conventional cryptosystems.
Let p = 2 n ?1 and f(x) be a map from a nite eld GF(2 n ) to GF(2), i.e., f(x) : GF(2 n ) ! GF (2) . Let be a primitive element in GF(2 n ). A positive integer r is a coset leader modulo p means that r is the smallest integer in the set fr2 i ( modp)ji = 0; : : :; n?1g. The trace function from GF(2 n ) to GF (2) 
When n is clear from the context we may also write Tr(x) for short. We now list the following basic facts about f(x).
Fact 1 f(x) can be represented as
Tr nr 1 ( r x r ); x 2 GF(2 n ); c 2 GF(2) (2) where n r jn, r 2 GF(2 nr ), and H is a set of coset leaders modulo p. Let LS(f) =j fr2 i (modp)j r 6 = 0; i = 0; : : :; n r ? 1g j : (3) In the literature 16, 11] on the analysis of pseudo-random sequences, the value given by (3) is called the linear span of the binary sequence ff( i )g i 0 . We will adopt this concept for the function f(x). I.e., we will also call LS(f), de ned by (3), the linear span of f(x).
De nition 2 The Hadamard transform of f(x) is de ned by 25, 1] f( ) = X x2GF(2 n ) (?1) f(x)+Tr( x) ; 2 GF(2 n ): (4) De nition 3 The Avalanche spectrum of f(x) is given by D(f; ) = X x2GF(2 n ) (?1) f(x)+f(x+ ) ; 6 = 0; 2 GF(2 n ):
The nonlinearity and the Strict Avalanche Criterion (SAC) of a function from Z n 2 to Z 2 were discussed in 18, 26, 19] . In the following, we will show the relationship between functions from Z n 2 to Z 2 and from GF(2 n ) to GF(2). Let g(x) = (g 0 (x); : : :; g m?1 (x)) be a function from Z n 2 to Z m 2 and x = x 0 + x 1 2 + + x n?1 2 n?1 ; x i 2 Z 2 :
(6) In terms of the following 1-1 correspondence x 0 + x 1 2 + + x n?1 2 n?1 ! x 0 + x 1 + + x n?1 n?1 (7) between Z n 2 and GF(2 n ), each g i (x); i = 0; : : :; m ? 1, can be regarded as a function from GF(2 n ) to GF (2) . In this paper, we will use this map to investigate the properties of the S-boxes in DES. (2), which means that the appearance of zeros and ones is not equally likely, so they are not suitable for use in the design of cryptosystems.) Therefore, we propose that using the Hadamard transform spectrum of a function is a useful way to exhibit the nonlinearity in the behavior of the function f(x). 
where k t is a round key in DES, is bit-wise addition in GF(2), and f(x 1 ; k t ) = S(E(x 1 )) k t where E is the E bit selection map and S is the function given by the eight S-boxes in DES. Let fa i g be a sequence over GF (2 32 ) generated by the NLFSR in Fig. 1 . For a xed DES key K, which is a 56-bit number, we have a key sequence fk i g where k i is a 48-bit number and k 16i+j = k j ; i = 0; 1; : : :; j = 0; 1; : : :; 15:
Therefore we have the following recursion formula: a i+2 = a i f(a i+1 ; k i ); i = 0; 1; : : ::
For a pair of a plaintext (m 0 ; m 1 ) and a ciphertext (c 0 ; c 1 ), where each of m i and c i is a 32-bit number, since the initial permutation IP and its inverse IP ?1 are known, we can eliminate them. Under this assumption, each pair of a plaintext and a ciphertext can be regarded as two states of the nonlinear feedback shift register given by Fig.1 ; or we may say they are on the same cycle of the vector diagram of the feedback function F 7] . Namely, if (a 0 ; a 1 ) is a message, then a ciphertext corresponding to it is (a 16 ; a 17 ). Note that DES has \round 16" which corresponds to shifting 16 times in Fig. 1 . We summarize the above discussion with the following proposition. (a i ; a i+1 ) ?! (a i+16 ; a i+17 ); i = 0; 1; : : :: ( 
12)
When we consider DES as a NLFSR with input, the data ow in DES for each \round" is very clear and simple. This is all shown in Fig.1 .
In the following, we begin to derive the Fourier transform of the S-boxes of DES. From the construction of S-boxes in DES, we can write f(z; k), given by (9), as follows: f(z; k) = g(y) = (f 1 (x); f 2 (x); : : :; f 8 (x));
where z and k are 48-bit numbers, y = z k, x is a 6-bit number, and f i is a function from Z 6 2 to Z 4 2 which is given by the ith S-box. From Section 2, for each i, f i can be decomposed as follows:
f i (x) = (f i1 (x); f i2 (x); f i3 (x); f i4 (x)); i = 1; 2; : : :; 8
where f ij is a function from Z 6 2 to Z 2 ; i = 1; : : :; 8 and j = 1; 2; 3; 4. From the mapping given by (7), we can now consider f ij as a function from GF (2 6 ) to GF(2). Let be a primitive element of GF (2 6 ) with the minimal polynomial h(x) = x 6 +x+1, i.e., h( ) = 0. There are 12 coset leaders modulo 63 which are f1; 3; 5; 7; 9; 11; 13; 15; 21; 23; 27; 31g.
In the following theorem, we only write out the complete forms for the Fourier transforms of 
Further Transform Domain Analysis for the S-Boxes in DES
In this section, rst we introduce the extended Hadamard transform for a function from GF(2 n ) to GF(2). Then we discuss new criteria for design of permutation functions for use in block cipher algorithms, and present the Hadamard transform spectrum, extended Hadamard transform spectrum and Avalanche transform spectrum of the S-boxes of DES.
In the analysis of shift register sequences 7], we consider that all m-sequences are equivalent under the decimation operation on elements in a sequence. We apply this idea to approximate the S-boxes in DES, i.e., we use monomial functions instead of linear functions to approximate S-boxes. We give a de nition of this transform as follows.
De nition 4 Let f(x) be a function from GF(2 n ) to GF(2). Let f ( ; t) = X x2GF(2 n ) (?1) f(x)+Tr( x t ) (15) where 2 GF(2 n ) and t is a coset leader modulo 2 n ?1 coprime to 2 n ?1. Then we callf( ; t) an extended Hadamard transform of the function f. Notice that the Hadamard transform of f, de ned by (4), isf( ; 1).
In the DES case, we have 6 coset leaders modulo 63 coprime to 63, which are P = f1; 5; 11; 13; 23; 31g. The numerical results show that the distribution off( ; t) in is invariant for each t 2 P. This result leads to a new criterion for the design of permutation functions used in conventional cryptosystems. The reason is as follows. For example, the monomial function a For each j, 0 n < n, h j has lower Hadamard transform spectrum, which corresponds to high nonlinearity.
b For each j, 0 n < n, h j has lower Avalanche transform spectrum (The ideal case is for h j to satisfy SAC, i.e., the Avalanche transform spectrum of h j is equal to zero.)
Regarding the above consideration, we develop the following two criteria for block cipher design, which together with the two fundamental requirements listed above serve as a set of criteria for the design of \good" block cipher algorithms.
c For each j, 0 n < n, h j has a large linear span. d For a xed j, 0 n < n, the spectrum distribution of the extended Hadamard transform h j ( ; t) of h j (x) is the same as for the Hadamard transformĥ j ( ) of h j (x) for all coset leaders t 6 = 1 modulo 2 n ? 1 satisfying (t; 2 n ? 1) = 1. Combined with Criterion a, this requires that h j has high distances from monomial functions Tr( x t ), x 2 GF(2 n ) as well as from linear functions.
Next we will show the distribution properties of the Hadamard transform spectrum and the extended Hadamard transform spectrum in the following theorem. The complete data for the distributions of the Avalanche transform spectra of S-boxes is given in Appendix 2.
5 Conclusions DES can be regarded as a nonlinear feedback shift register (NLFSR) with input. From this point of view, the tools for pseudorandom sequence analysis are applied to the S-boxes in DES. We introduced a new transform, called an extended Hadamard transform, for a function from GF(2 n ) to GF (2) . We investigated the properties of the S-boxes of DES under Fourier transform, Hadamard transform, extended Hadamard transform and Avalanche transform. There were two important results. One is that for the total of 32 functions from GF (2 6 ) to GF(2), which are associated with the 8 S-boxes of DES, nearly two-thirds of them have the maximal linear span 63 and the other one-third have linear spans greater than or equal to 57. The other is that for each of these 32 functions, the distributions of the extended Hadamard transform spectra are the same as for the Hadamard transform spectra of that function, which does not depend on the speci c monomial function associated with the extended Hadamard transform.
Considering the decimation property of m-sequences, we propose that two new criteria should be considered for the design of block cipher algorithms: larger linear span for each component function, and the same spectral distribution for all extended Hadamard transforms as for the Hadamard transforms. Together with the requirement of high nonlinearity, the latter corresponds to each component function having high distance whenever it is approximated by monomial functions or linear functions. The S-boxes of DES satisfy these two criteria. For some d, the power function x d over GF(2 n ) is a counter-example in that it has high nonlinearity and lower distance when it is approximated by a monomial function. 
